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[bookmark: _Toc411430933][bookmark: _Toc411432567]1.0 SCOPE

This Statement of Work (SOW) defines the types of efforts required for design, development, configuration management, testing, installation and transition to Life Cycle Contractor Support (LCCS) of the C-RAM Land-based Phalanx Weapon System (LPWS) Operator/Maintainer Training System, herein referred as the LPWS OMT.

[bookmark: _Toc411430934][bookmark: _Toc411432568] 1.1 Background


The U.S. Army Program Executive Office Simulation, Training and Instrumentation (PEO STRI) has a requirement for a LPWS OMT to training C-RAM Military Operational Specialists (MOSs) to operate and maintain the C-RAM LPWS system. The LPWS OMT shall assist in the training of C-RAM LPWS system in live operations that are dangerous and difficult to train in the real world (i.e.  Missile engagement, extreme weather conditions, ammunition cost, safety restrictions) and requiring several (i.e. 94M, 94T and 14S) MOS interactions.
The LPWS OMT shall provide a virtual interactive workspace designed to train LPWS operator and maintenance tasks to task standards.  It shall have a training management capability for the instructor to retrieve, review, update, correct, delete, archive, and print selected individual student or group performance data.
The LPWS OMT’s architecture shall be open so that it is capable of growth for potential integration and use with other planned or required C-RAM family of systems, (i.e., Conduct of Fire Trainer (COFT) and as a virtual Hands-on-Trainer (HOT) to support the practice of Remove and Install (R&I) procedures and tasks.








[bookmark: _Toc395865998][bookmark: _Toc411430935][bookmark: _Toc411432569]1.2 LPWS OMT Concept

The LPWS OMT shall deliver selected exercises for LPWS Operator and Maintenance instructions in a classroom or field environment.  The LPWS OMT shall provide the fidelity needed to create a realistic interactive virtual environment for training designated critical LPWS Operator and Maintenance tasks to standard as these are described in the LPWS OMT Performance Specification PRT-PT-0640.  As part of these instructions, soldiers will learn to use the appropriate equipment, tools, technical manual and other documentation to support task completion.  These tasks will include activities involving system/component familiarization, Preventative Maintenance Checks and Services (PMCS), Emplacement Drill, Ammunition Upload and Download, Readiness Condition (REDCON) and Perform March Order.  These instructions will incorporate and display all appropriate warnings, cautions and notes from technical manuals. 
In a classroom environment, the instructor/operator (via Instructor Operator Station) will be able to select the Instructional mode under which student training is completed.  The student can also be trained in the Tutorial or in the Free Play mode.  The student’s performance scores will be saved and recorded in a database only in the Instructional mode.
In a field environment, there will be no IOS.  The soldier(s) will be able to use the ruggedized laptop to complete the self-pace training in all three modes.  No performance scoring will be tracked or kept. 

[bookmark: _Toc395865999][bookmark: _Toc411430936][bookmark: _Toc411432570]1.3 LPWS OMT Instruction
During a LPWS OMT exercise session, the students shall be able to navigate within the LPWS OMT virtual workspace to complete designated Operator and Maintenance tasks. These actions will be In Accordance With (IAW) with requirements stated in the Task List(s).  
During the exercise, the students shall follow navigational instruction (including Cautions/Warning notes) and the use of the virtual toolbox or other test equipment as needed.  
The exercise shall be designed to treat students exactly as they would be working with a Tactical LWPS.  
Students shall be required to review appropriate technical manuals (as applicable) during the training which will be available via the student station.  During the classroom instruction the LPWS OMT shall provide feedback and a scoring system, which records: 
a) Time of occurrence and duration
b) Number of tasks/exercise attempted and completed 
c) Incorrect actions flagged during the exercise 
d) Student’s ID (non-Personally Identifiable Information)

This data shall be stored for all of the various exercise completed by each class of students.  There shall be a separate database created and maintained for each LPWS OMT student class.

During the Free Play Mode, the students can choose any exercise/component to do free play on.  However, steps must be performed in the order specified by the procedures outlined in the appropriate Task List/Technical manuals.

[bookmark: _Toc411430937][bookmark: _Toc411432571]2.0 APPLICABLE DOCUMENTS

The following documents are applicable to this SOW to the extent specified herein.  In the event of a conflict between documents referenced herein and the contents of this SOW, the contents of this SOW shall be the governing requirement.  The issues of these documents are those cited in the solicitation or contract Document Summary List. Nothing in this document supersedes applicable laws and regulations unless a specific exemption has been obtained.

[bookmark: _Toc41279982][bookmark: _Toc295975430][bookmark: _Toc343440587][bookmark: _Toc343440780][bookmark: _Toc343526612][bookmark: _Toc343526862][bookmark: _Toc343527280][bookmark: _Toc343528698][bookmark: _Toc367090883][bookmark: _Toc393111911][bookmark: _Toc404675121][bookmark: _Toc404677094][bookmark: _Toc404680080][bookmark: _Toc411430938][bookmark: _Toc411432004][bookmark: _Toc411432572]Department of Defense and Military Standards, Instructions and Handbooks.
	MIL-STD-130N
	Identification Marking of U.S Military Property

	MIL-STD-40051-2B
	Preparation of Digital Technical Information for Page-Based Technical Manuals 

	MIL-PRF-32216B
	Evaluation of Commercial Off-the-Shelf (COTS) Manuals and Preparation of Supplemental Data

	DoDI 8500.01
	Cybersecurity (CS), March 14, 2014

	DoDI 8510.01
	Risk Management Framework for DoD Information Technology, March 12, 2014

	DODD 8570.1
	Information Assurance Training, Certification and Workforce Management

	GEIA-HB-0007-A
	Handbook, Logistics Product Data

	GEIA-STD-0007-A
	Specification, Logistics Data Products

	CNSSI No.1253
	Committee on National Security Systems Instruction (CNSSI) 1253, “Security Categorization and Control Selection for National Security Systems”, March 15, 2012. 


[bookmark: _Toc295975431][bookmark: _Toc343440588][bookmark: _Toc343440781][bookmark: _Toc343526613][bookmark: _Toc343526863][bookmark: _Toc343527281][bookmark: _Toc343528699][bookmark: _Toc367090884][bookmark: _Toc382921002][bookmark: _Toc382921191][bookmark: _Toc41279987][bookmark: _Toc295975436][bookmark: _Toc343440589][bookmark: _Toc343440782][bookmark: _Toc343526614][bookmark: _Toc343526864][bookmark: _Toc343527282][bookmark: _Toc343528700][bookmark: _Toc367090885](Copies of these documents are available online at http://assist.daps.dla.mil/quicksearch/ or from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094.) 


DoD Instructions are available on the internet at URL: http://www.dtic.mil/whs/directives/.
GEIA Handbook and Specification are available on the internet at URL: http://www.geia.org
CNSSI is available on the internet at URL: http://cnss.nsa.gov)
[bookmark: _Toc367090886][bookmark: _Toc393111913][bookmark: _Toc404675123][bookmark: _Toc404677096][bookmark: _Toc404680082]
[bookmark: _Toc411430939][bookmark: _Toc411432005][bookmark: _Toc411432573]PEO STRI and Program Documents.
	
	

	PRF-PT-0640


	US Army C-RAM LPWS OMT Performance Specification, dated 26 Nov 2014



	
	



[bookmark: _Toc404680083][bookmark: _Toc411430940][bookmark: _Toc411432006][bookmark: _Toc411432574](Copies of the above PEO STRI and program documents are available from the Procurement Contracting Officer at PEO STRI, ATTN: SFAE-STRI-K, 12350 Research Parkway, Orlando, FL 32826-3276.  



[bookmark: _Toc411430941][bookmark: _Toc411432575]3.0 REQUIREMENTS

The contractor shall provide the necessary resources and equipment to configure, verify, deliver, install and field for the transition of the LPWS OMT to a LCCS. The contractor shall comply with the requirements within this section of the SOW and shall comply with the performance criteria specified in PRF-PT-0640, during the performance of all tasks.


[bookmark: _Toc411430942][bookmark: _Toc411432576]3.1 Program Management

The contractor shall establish and maintain a project management program and Integrated Master Schedule during performance of the contract to include provisions for technical and administrative planning, organization, coordination, resource allocation, risk management, cost management and other efforts as appropriate to accomplish the contractual objectives of the LPWS OMT program.


[bookmark: _Toc411430943][bookmark: _Toc411432577]3.1.1 Integrated Master Schedule (IMS)

The contractor shall develop, implement, manage, update, and maintain the contract IMS. The IMS shall show all critical milestones, predecessors and successor’s events and their dependencies, conferences, reviews, data submittals and deliveries. The IMS shall address total program activities including activities performed by subcontractors and vendors (if any). The contractor shall conduct critical path analysis of the tasks and identify problem areas and corrective actions required to eliminate or reduce schedule impacts. The contractor shall include and integrate into the IMS system outside dependencies/events pertaining to the total program. These dependencies/events will be provided by the Government or gathered by the contractor during participation in other IPTs.

     (DI-MGMT-81650) Integrated Master Schedule (IMS) 

[bookmark: _Toc411430944][bookmark: _Toc411432578]3.1.2 Integrated Project Team (IPT)


The contractor shall define, document, implement, and maintain an IPT structure for the duration of the contract.  The purpose of an IPT is to bring together all the functions and stakeholders, including other contractors and Government personnel, in the performance of a product or process and concurrently make integrated decisions affecting that product or process. 

[bookmark: _Toc411430945][bookmark: _Toc411432579]3.1.3 IPT Meetings


The contractor shall host IPT meetings and address the program concerns including system engineering, schedule, financial, integrated logistics support, delivery, installation and testing.

IPT meetings shall be held bi-weekly as agreed by the IPT and may be conducted in person, teleconference or video teleconference. The contractor is responsible for providing visibility on the progress, performance, and status of vendors and subcontractors.  The contractor shall prepare review agendas and reading materials for scheduled review prior to the meeting date.  The contractor shall provide all IPT minutes that include but not limited to meeting subject matter, risk identification, coordination of risk resolution, and tracking of action items until closure at scheduled IPT meetings.

   (DI-ADMN-81505) Report, Record of Meeting/Minutes


[bookmark: _Toc411430946][bookmark: _Toc411432580]3.1.4 Post Award Conference (PAC)


The Government will schedule, setup and conduct the PAC, with the contractor’s key personnel in attendance.  The purpose of the conference shall be to establish the framework of the contractor and Government interaction during the performance period of the contract. The contractor shall brief the program overview.  The conference shall introduce the key IPT participants, identify points of contact and discuss both parties understanding of the scope of work and other contract issues.

     (DI-ADMN-81505) Report, Record of Meeting/Minutes

[bookmark: _Toc411430947][bookmark: _Toc411432581]3.1.5 Cost Management


The contractor shall establish and maintain a cost schedule system. The system shall coincide and track with the IMS. The contractor shall document and track the status of all appropriated funds associated with the contract, to include payments, cancellations and invoices against contract line items and sub-line items.



      (DI-MGMT-81651) Contract Invoicing and Payment Report


[bookmark: _Toc411430948][bookmark: _Toc411432582]3.1.6 Program Management Reviews

The contractor shall conduct formal program management reviews on an average of one every quarter IAW the IMS. The location of the reviews shall be mutually agreed upon. The program management review shall provide a program overview and a detailed discussion of pre-selected topics. Status and information at the review shall reflect updates and changes since the previous review.
    
     (DI-MGMT-80227) Contractor Progress, Status and Management Report
[bookmark: _Toc411430949][bookmark: _Toc411432583]3.2 System Engineering

The contractor shall implement a system engineering process that will transform all system requirements into a set of lower level performance requirements that define the system.  The process shall accomplish planning, identify and allocate functional requirements, provide inputs to documentation, and include design reviews.  The system engineering effort shall integrate all elements to meet system requirements.  
The contractor shall perform engineering and design activities and tasks as necessary to support integration testing, CS Certification, installation, and acceptance of all hardware components and software delivered with the system upgrades.  

[bookmark: _Toc411430950][bookmark: _Toc411432584]3.2.1 System Requirements Review (SRR)


The contractor shall conduct a System Requirements Review (SRR).  The SRR is a multi-disciplined process assessment to ensure that the system requirements under review can proceed into preliminary design/critical design, and that all system requirements and derived functional performance requirements are defined and consistent with cost, schedule, risk, and other system constraints.  The SRR shall assess the system functional requirements and ensure that all required system performances are fully decomposed and traceable to the functional baseline (applicable task list, Specification and SOW). The contractor shall update the results of the SRR onto the C-RAM LPWS OMT Performance Specification PRF-PT-0640.  

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]      (DI-ADMN-80925) Revisions to Existing Government Documents, PRF-PT-0640,
[bookmark: _Toc404675135][bookmark: _Toc404677108][bookmark: _Toc404680095][bookmark: _Toc411430951][bookmark: _Toc411432585]                                       C-RAM LPWS OMT Performance Specification 

[bookmark: _Toc411430952][bookmark: _Toc411432586]3.2.2 System Overall Approach

The contractor shall maximize use commercial and non- developmental items and Government source such as the Common Hardware Enterprise Software Solution (CHESS) and Softmart, to the maximum extent possible. 

The contractor shall avoid recurring software licensing fees and minimize software support requirement cost to be borne by the Government.  
 
[bookmark: _Toc404675137][bookmark: _Toc404677110][bookmark: _Toc404680097][bookmark: _Toc411430953][bookmark: _Toc411432019][bookmark: _Toc411432587]The contractor also shall ensure the use of non-proprietary, standard interface components and shall apply the systems engineering process during each level of system development (system, subsystem, and component) to provide a Best Value approach.  Hardware/software designs and specifications shall be based on performance, cost, industry acceptance, long term availability and supportability, and upgrade potential.  The contractor shall identify all selected hardware, software and interface designs at the appropriate Technical Review(s). 

[bookmark: _Toc411430954][bookmark: _Toc411432588]3.2.3 Data Collection

The contractor shall review the GFI and data requirements to identify the “deltas”. The contractor shall provide the data requirement to the government and then submit specific questions and goals. After which the Government shall coordinate on-site visits to allow the contractor to do data collection.  


[bookmark: _Toc411430955][bookmark: _Toc411432589]3.2.4 Preliminary Software Design Stage

The contractor shall complete LPWS subsystem design down to the lowest component level.  Final component definition shall include the: 
a) Identification of components and sub components to be simulated in each LO.
b) Resolution of each component as it relates to each lesson, down to the lowest sub- component.
c) Report of on system/subsystem/component/part development progress
d) Report on Cybersecurity RMF Implementation Plan Review (RIPR) Support Effort
e) Report on readiness to go into software/hardware integration


[bookmark: _Toc411430956][bookmark: _Toc411432590]3.2.5 COTS IT Hardware and Software Purchases
[bookmark: _Toc297117920]The contractor shall purchase all Commercial Off-the-shelf desktop computer, and ruggedized laptop by using Computer Hardware, Enterprise Software and Solutions (CHESS) website (https://chess.army.mil) in compliance with Army Policy Notice 09-44A; The contractor shall use CHESS as the Primary Source for Procuring Commercial Information Technology (IT) Hardware and Software.  The Army has mandated the Army Golden Master (AGM) as the Windows-based standard operating system. AGM license can be obtained from CHESS or Softmart (http://www.softmart.com).  If AGM cannot be used, (The Contractor shall provide written explanation as to why AGM cannot be used.) a CS approved operating system shall be configured IAW the latest DISA Security Technical Implementation Guides (STIG), written for that operating system.  
For hardware and software products not available through CHESS or Softmart, the Contractor shall select the CS validated products IAW CNSS Policy No.11.
*There will be no wavier issued by the Government for unapproved CS products.
[bookmark: _Toc411430957][bookmark: _Toc411432591]3.3  Technical Review (s)

The contractor shall conduct reviews for the purpose of assessing technical progress. The contractor shall document the results of the review, including any resulting action items. Normally, a design review shall be conducted at the completion of each application of the system-engineering phase; System Requirement Review (3.2.1), RMF Implementation Plan Review (RIPR) (3.3.1), Preliminary Design Review (3.3.2), Critical Design Review (3.3.3), Cybersecurity Readiness Review (3.3.4), the Test Readiness Review (3.3.5), and two Technical Manual Progress Reviews (3.17.1) shall be conducted.  In general, the technical review is used for: 

a. Assess the system requirements and allocations to ensure that requirements are unambiguous, consistent, complete, feasible, verifiable, and traceable to top-level system requirements
b) Assess the design maturity based on technical development goals, and accomplishments, and empirical analysis and test data supporting progress to date
c) Present the risks associated with a continued development effort
d) Assess the life cycle processes and infrastructure necessary for product sustainment throughout the system life cycle
e) Identify resources required for continued development
f) Determine whether to proceed with the next application of the systems engineering process, to discontinue development, or to take corrective actions before proceeding with the development effort

The contractor shall conduct system level design reviews at each stage of development.  The contractor shall provide the Government all review data seven (7) business days prior to the design review for Government preparation.  Depending on the complexity component, subsystem, and lower-level reviews may be needed. Trade-off analysis and verification results shall be available during design reviews in order to substantiate design decisions.

[bookmark: _Toc411430958][bookmark: _Toc411432592]3.3.1 RMF Implementation Plan Review (RIPR)

The contractor shall conduct an assessment of the proposed system environment configuration  and their operating environment for security vulnerabilities and weaknesses IAW CNSSI 1253, “Security Categorization and Control Selection for National Security Systems”, March 15, 2012.  The contractor shall continually evaluate the security controls of the system, both physical and logical, identifying exposures and providing protective options for reducing security risks.  The contractor shall identify assets to be protected, identify vulnerabilities, and develop a set of recommendations to eliminate or mitigate those threats.
The contractor shall support a RMF Implementation Plan Review (RIPR) held at least 10 working days prior to the Preliminary Design Review (PDR).  The RIPR shall address at a minimum:
a) Update on RMF Implementation Plan (RIP)
b) Update Preliminary Data Flow and Accreditation Boundary Diagram
c) Update on the hardware/software lists and procurement action
d) Update on contractor CS training as applicable and the use of CS Scanning
e) Update on design and system integration schedule


[bookmark: _Toc411430959][bookmark: _Toc411432593]3.3.2 Preliminary Design Review (PDR)

A PDR shall be conducted at the completion of the preliminary software design stage for the purpose of determining whether the initial software design can progress to the next stage of development.

The contractor also shall provide Cyber security (CS) Accreditation boundary with the proposed computer and hardware configuration for both the classroom and ruggedized field LPWS OMT units.

At the PDR, the initial subsystem definition shall include:
a) Decompose identified subsystem functions (from the Performance Specification) into lower-level functions and allocate functional and performance requirements to component-level functional and physical architectures required to support simulation development 
b) Report progress on actual and planned data collection 
c) Identification of Instructional Media selection model used      
d) Assessment of component/Training Lesson Objectives (TLO) development risks

The preliminary design shall be reviewed to ensure that:

a) Requirements are well defined and trace back to top-level system and task requirements
b) System design maturity meets preliminary design technical development goals to date
c) System-level and software risks have been adequately addressed to justify continued development 
d) Life cycle processes and infrastructure have been identified for product sustainment throughout the system life cycle
e) Identify resources required for continued development
f) Determine whether to proceed with the next application of the systems engineering process, to discontinue development, or to take corrective actions before proceeding with the development effort


[bookmark: _Toc411430960][bookmark: _Toc411432026][bookmark: _Toc411432594]PDR Entry Criteria
a) System Requirements Review (SRR) have been successfully completed, and all Request for Action (RFAs) have been closed
b) Preliminary agenda has been coordinated prior to the PDR
c) PDR technical products for each system hardware and software configuration item have been made available to the PDR participants prior to the review:
1) Update System Performance PRF-PT-0640 (see 3.2.1)
2) Updated IMS
3) Address logistic supportability requirements, as appropriate (i.e.5 year warranty)

d) RIPR has been successfully completed





[bookmark: _Toc411430961][bookmark: _Toc411432027][bookmark: _Toc411432595]PDR Completion/Exit Criteria
a) The PDR is considered complete when all draft Request for Actions (RFA)s are closed, and an acceptable level of program risk is ascertained
b) Exit Criteria include:
1) The status of the software development and design indicate operational evaluation success (operationally suitable and effective)
2) The preliminary software design, satisfies the systems and task requirement documents
3) The system allocated baseline been established and documented to enable detailed design to proceed with proper configuration management
4) Relevant logistic supportability requirements have been discussed and a draft plan completed
5) Adequate processes and metrics are in place for the program to succeed
6) Relevant Cybersecurity requirements (include scan training) have been addressed
7) The risks have been identified and a mitigation plan provided
8) The computer system and software architecture design been established, and all Computer Software Configuration Items (CSCIs), Computer Software Components (CSCs), and Computer Software Units (CSUs) have been defined
9) Task Learning Objectives (TLO) are tracked to include verification and validation methods are identified to satisfy the system/subsystem functional requirements

(DI-ADMN-81505) Report, Record of Meeting/Minutes

[bookmark: _Toc411430962][bookmark: _Toc411432596]3.3.3 Critical Design Review (CDR)

A CDR shall be conducted at the completion of the detailed design stage for the purpose of determining whether the detailed design is sufficiently mature to progress to the next stage of development
The critical design shall be reviewed to ensure that:
a) Requirements are well defined and trace back to top-level system requirements
b) System design maturity meets detailed design technical development goals to date
c) System-level risks have been adequately addressed to justify continued development
d) Life cycle processes and infrastructure have been developed and established for product sustainment throughout the system life cycle.
e) Identify resources required for continued development
f) Determine whether to proceed with the next application of the systems engineering process, to discontinue development, or to take corrective actions before proceeding with the development effort

[bookmark: _Toc411430963][bookmark: _Toc411432029][bookmark: _Toc411432597]CDR Entry Criteria
a) A Preliminary Design Review (PDR) has been successfully completed, and all PDR 
b) RFAs have been responded to
c) All PDR exit criteria key issues have been satisfied, if applicable
d) A preliminary agenda has been coordinated prior to the CDR
e) CDR technical products (hardware and software elements of the product baseline to be 
f) reviewed and approved at the CDR) have been made available to the CDR participants 
g) prior to the review:
1) Updates to the system performance specification and the Instruction Media Requirements Document
2) The product specifications for each hardware and software configuration item, along with supporting trade-off analyses and data,
3) The current risk assessment
4) Updates CS activities
5) Updates Human Systems Integration document and related documentation
6) Updates logistics documentation
7) The preliminary IMS dates for Software/hardware Integration and Systems testing are available for review

[bookmark: _Toc411430964][bookmark: _Toc411432030][bookmark: _Toc411432598]CDR Completion/Exit Criteria
a) The CDR is considered complete when all draft RFAs are signed off
b) Exit Criteria include:	
1) The status of the technical effort and design 
2) The detailed design satisfies the performance specification
3) The system product baseline has been established and documented to enable hardware integration and software coding to proceed with proper configuration management
4) The adequate processes and metrics are in place for the program to succeed
5) The risks are known and manageable
6) The completion of critical path analysis based on IMS     
7) The program is properly staffed
8) The critical safety items and initial spare numbers are identified
9) Continue support for the development of the CS Authority Package

             (DI-ADMN-81505) Report, Record of Meeting/Minutes


[bookmark: _Toc411430965][bookmark: _Toc411432599]3.4 Integrated Testing

The contractor shall plan, coordinate, establish and implement a comprehensive test and evaluation (T&E) program to include all configurations of the system. System T&E refers to the test and evaluation activities used to validate that the system meets the operational, environmental and technical performance requirements as stated in PRF-PT-0640. System T&E includes all efforts associated with the software design and production of software models in support of the T&E program. System test shall include a process to prepare the executable software, including any batch files, data files, or other software files needed to install and operate the software on a newly formatted (blank media) target computer.   The contractor shall establish a traceability between testing and the system requirements, provide detailed procedures for conducting the test, and the resulting test data for each test conducted.  

[bookmark: _Toc411430966][bookmark: _Toc411432600]3.4.1 Cybersecurity (CS) Readiness Review

Approximately 10 business days prior to the System Test Readiness Review (TRR), the contractor shall prepare the system for CS certification (see 3.22).  The contractor shall support the CS Readiness review with the following:

a) Final IA scans of the system
b) Corrective actions taken and written analysis of any open deficiencies
c) Updates information for the Security Authority Package
d) Finalization of travel and support arrangement

        (DI-MISC-80711A)  Scientific and Technical Reports for CS Scan Results
        
[bookmark: _Toc411430967][bookmark: _Toc411432601]3.4.2 Test Readiness Review (TRR)

The contractor shall address the following key issues at the system engineering TRR prior to the start of Government Acceptance Test (GAT) to ensure that the system and all test resources are ready to begin testing:

a) Notification by the contractor that they are ready to conduct the TRR
b) Test procedures comply with plans and descriptions, are adequate to accomplish test   
c) requirements and satisfy requirements for verification
d) Contractor in-plant tests will confirm performance per the Specification
e) No Severity 1 or Severity 2 problem report issues are open
f) All open severity 3, 4 and 5 problem reports receive prior approval by the Government to proceed to test

Severity shall be defined as follows:
a) [bookmark: _Toc411430968][bookmark: _Toc411432034][bookmark: _Toc411432602]Severity 1 – Safety issue or prevents continuation of an operational or mission essential capability or testing.
b) [bookmark: _Toc411430969][bookmark: _Toc411432035][bookmark: _Toc411432603]Severity 2 – Adversely affects the accomplishment of an operational or mission essential capability.
c) [bookmark: _Toc411430970][bookmark: _Toc411432036][bookmark: _Toc411432604]Severity 3 - Adversely affects the accomplishment of an operational or mission essential capability but a work-around solution acceptable to the Government is known.
d) [bookmark: _Toc411430971][bookmark: _Toc411432037][bookmark: _Toc411432605]Severity 4 – Results in user/operator inconvenience or annoyance but does not affect a required operational or missing essential capability. 
e) [bookmark: _Toc411430972][bookmark: _Toc411432038][bookmark: _Toc411432606]Severity 5 – Documentation errors.




The following shall be reviewed during the TRR:

a) [bookmark: _Toc411430973][bookmark: _Toc411432039][bookmark: _Toc411432607]Evidence that the T&E program as required under the contract is ready to accept the tests and their results.
b) [bookmark: _Toc411430974][bookmark: _Toc411432040][bookmark: _Toc411432608]A list of outstanding problem reports, both external and internal cross-referenced to the contracted deliverable end items or development hardware and software products.
c) [bookmark: _Toc411430975][bookmark: _Toc411432041][bookmark: _Toc411432609]Test requirements.
d) [bookmark: _Toc411430976][bookmark: _Toc411432042][bookmark: _Toc411432610]Requirements changes pending. 
e) [bookmark: _Toc411430977][bookmark: _Toc411432043][bookmark: _Toc411432611]Test constraints based on previous testing or test hardware limitations.
f) [bookmark: _Toc411430978][bookmark: _Toc411432044][bookmark: _Toc411432612]Test configuration (test article and instrumentation and support equipment). 
g) [bookmark: _Toc411430979][bookmark: _Toc411432045][bookmark: _Toc411432613]Detailed test procedures.
h) [bookmark: _Toc411430980][bookmark: _Toc411432046][bookmark: _Toc411432614]Provide analysis of the test data. 
i) [bookmark: _Toc411430981][bookmark: _Toc411432047][bookmark: _Toc411432615]Problem areas and their resolution.


(DI-ADMN-81505) Report, Record of Meeting/Minutes


[bookmark: _Toc411432616]3.4.3 Government Acceptance Test (GAT)

Government Acceptance Test (GAT) shall consist of classroom configuration and a field configuration in accordance with approved Test Procedures. The contractor shall develop test procedures for all testing with Government review and approval. The contractor shall conduct the GAT at the Government approved site. The contractor shall ensure the workstations, and Government- Furnished Information (GFI) is ready prior to testing.  Two weeks prior to GAT, The contractor shall provide a draft working copy of the operator manual to the Government representative to do review of system operational procedure.
The contractor shall provide GAT (Discrepancy Report DR) forms to record results of acceptance testing.  Discrepancies shall be identified and discussed at the daily HOTWASH.  After the Hot-wash meeting, actions shall be assigned with time for correction to minimize impact on GAT.

 (DI-NDTI-80603)  Test Procedure.
 (DI-NDTI-80809)  Test/Inspection Report


[bookmark: _Toc411432617]3.4.4 On-Site Acceptance Test (OSAT)

The contractor shall support the OSAT to verify that the installed LPWS OMT is properly functioning.  The OSAT Test Procedures shall be a modified version of the approved GAT Test Procedures.  The Government reserves the right to test all requirements even though they might not be included in the pre-approved OSAT test procedures.  Any discrepancies and problems found during OSAT shall be corrected and retested.

(DI-NDTI-80603) Test Procedure.
(DI-NDTI-80809) Test/Inspection Report

[bookmark: _Toc393112029][bookmark: _Toc411432618]3.5 Site Surveys
The contractor shall conduct site surveys at every site prior to the scheduled delivery. The Government will participate during the site surveys. During the site survey, The Contractor shall assess the suitability of the intended location to receive the training system to include any site modifications required.  
  
   (DI-FACR-80966)  Trainer Facilities Report

[bookmark: _Toc411432619]3.6 Safety Assessment

The contractor shall develop and implement tasks and activities to identify, evaluate, and eliminate or control hazards throughout the systems life cycle.  The contractor shall ensure the safety of the system's design, operation, transportation, maintenance, support, and disposal.  The contractor shall conduct safety analyses, hazard identification and classification and hazards tracking integral to the system design effort.  A hazard risk index including hazard severity and hazard probability levels shall be developed for all hazards. 

  (DI-SAFT-80102B) Safety Assessment Report 

[bookmark: _Toc380057163][bookmark: _Toc395866015][bookmark: _Toc411432620]3.7 Item Unique Identification (IUID)
The contractor shall coordinate with the Government to determine items requiring IUID, including components and parts, and identify the Item Unique ID (IUID) to be used for each item.  The contractor shall provide IUID, or a Department of Defense (DoD) recognized IUID equivalent, for all identified items that are delivered.  IUID marking design for each item shall be both machine readable and human readable IAW MIL‑STD‑130.  The Contractor shall enter the IUID data into the DoD IUID registry.
[bookmark: _Toc365287242]  (DI-MGMT-81858) Unique Identification (IUID) Marking and Verification Report
[bookmark: _Toc380057164][bookmark: _Toc395866016][bookmark: _Toc411432621]3.8 Product Definition Data
During the systems and software engineering design phase, the contractor shall develop, produce, and maintain Product Definition Data (PDD) that accurately depicts the final configurations to include all networking interfaces.  The PDD is the technical description of items adequate for engineering, and logistics support.  The PDD shall disclose complete design, logistics, and the means of measuring compliance with the requirements.  Piece part information (drawings, computer aided design files) and associated lists shall provide the necessary design, engineering, and quality assurance requirements information necessary to enable the procurement of the product to support the training system.  The contractor shall maintain and update the PDD to incorporate any changes to the hardware and software baselines.

(DI-SESS-81003D)	Commercial Drawings and Associated List
(DI-SESS-81000D)	Product Drawings and Associated List


[bookmark: _Toc380057165][bookmark: _Toc395866017][bookmark: _Toc411432622]3.9 Government Rights and Licenses
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]The LPWS OMT shall utilize a software architecture and design that provides the Government with Unlimited Rights, as per DFAR 227.7103-5 and FAR 27.404-1.
Software (executable, source code, and software support information), technical data, and products shall provide the Government with Unlimited Rights in accordance with applicable clauses contained in the Defense Federal Acquisition Regulation Supplement (DFARS). This includes software, technical data, and products developed by a subcontractor to support this effort. Any licensed COTS software and technical data shall be provided with a transferable license that allows distribution and use for any DoD purpose, by any DoD contractor, at no additional cost.
Software will be developed and supported using non-proprietary components.  All software is to be developed and modified to provide Unlimited Rights to the Government. The use of proprietary components/software is not allowed for this contractual effort. The software build environment must be self-contained, not dependent on any capital assets.
The information above does not preclude the use of Commercial of the Shelf (COTS) software in solutions.  However, the intent behind requiring Unlimited Rights is to allow the Government to pursue future upgrades/modifications, follow on virtual training and Life Cycle Support in a competitive environment.  Excessive use of COTS that contain restrictive rights or recurring licensing agreements does not support this intent.
[bookmark: _Toc365456972][bookmark: _Toc365457029][bookmark: _Toc365458326][bookmark: _Toc365458427][bookmark: _Toc365458485][bookmark: _Toc365458543][bookmark: _Toc365458607][bookmark: _Toc380057168][bookmark: _Toc395866020][bookmark: _Toc411432623]3.10 Logistics Management Information
The contractor shall conduct, preventative maintenance and repair procedures; and identify support resource requirements including required spares and support equipment for the LPWS OMT.  The contractor shall develop a listing of which items should be repaired with the associated cost.  

(DI-SESS-81758A)	Logistics Product Data 
[bookmark: _Toc411432056][bookmark: _Toc411432624][bookmark: _Toc394395273][bookmark: _Toc380057170][bookmark: _Toc395866022](DI-SESS-81759)	Logistics Product Data Summaries3.10.1 Initial Spares List
The contractor shall recommend the range and quantity of spare and repair parts required to support a newly fielded system for twelve (12) months.  The Initial Spares List (ISL) shall consist of spare, repair parts, and common bulk items (consumables) that are purchased, manufactured and delivered concurrently with like items of the training device and shall include the LRUs (i.e. circuit cards, power supplies and electronic assemblies).  The ISL requirements will be recommended and selected from the LPD. Recommendations shall include consideration of the system support concept, essentiality of the component, price, lead times, and failure factors.
 (DI-ILSS-80134)   Proposed Spare Part List

[bookmark: _Toc411432625]3.11 Technical Publications
The contractor shall describe each operation and maintenance task in detail and in logical, systematic steps.  The operations and maintenance instructions shall accurately provide all the information needed to keep the equipment operational.  The Technical Publications shall provide system and subsystem oriented instructions for installation, operation, maintenance and testing.  All tools, test equipment, and consumable items required to accomplish any operation, maintenance or installation shall be identified in advance and be available for the task.  All publications shall reflect the configuration of the fielded training device as documented in the product baseline.  
The contractor shall identify and document maintenance tasks for the two (2) level maintenance (Field & Sustainment).  Under Field, the contractor shall identify those components which repairs can be made through component/module /assembly replacement utilizing the spares components provided at fielding, bringing that system back to operational status immediately.   Under Sustainment, the contractor shall identify those components requiring “off-system” component /module/assembly repair that require Sustainment level personnel to perform the maintenance.
 
   (MIL-STD-40051-2B)   Preparation of Digital Technical Information for Page-Based Technical Manuals
[bookmark: _Toc379973263][bookmark: _Toc379973328][bookmark: _Toc379981454][bookmark: _Toc282516714][bookmark: _Toc287593073][bookmark: _Toc380057171][bookmark: _Toc395866023][bookmark: _Toc411432626]3.11.1 Commercial Off-the-Shelf (COTS) Manuals and Associated Lists
The contractor shall provide operational and maintenance manual(s) for all Commercial Off-The-Shelf (COTS) equipment.  MIL-PRF-32216 will be used in the evaluation of submitted COTS manuals.  The contractor shall provide an index of all the COTS manuals for identification and inventory purposes.
The contractor shall deliver COTS technical publications for all commercial equipment delivered with the training system.  The COTS documentation shall be obtained in electronic media or scanned into indexed electronic media (i.e., portable document format) for delivery to the Government and be sufficient to support the operation, service and maintenance of all COTS components per MIL-PRF-32216.  The contractor shall review the COTS documentation and identify deficiencies or deviations in the manuals.  
If the COTS document is not sufficient to support the operation and maintenance and the contractor is unable to retrieve the required data from the vendor, the contractor shall develop supplementary data for inclusion in the main text of the Technical Manual ensuring that all required data for the COTS item is presented.
(DI-TMSS-80527C)	Commercial Off-The-Shelf (COTS) Manuals and Associated Supplemental Data

[bookmark: _Toc258226799][bookmark: _Toc282516717][bookmark: _Toc287593076][bookmark: _Toc380057174][bookmark: _Toc395866026][bookmark: _Toc411432627]3.11.2 Publications In-Process Reviews
The contractor shall host and co-chair Publication In-Process reviews (IPRs) to ensure the technical publications are being prepared in accordance with the requirements of this Statement of Work. Each publication IPR should be scheduled to coincide with system level program reviews defined in the integrated master plan.  The contractor shall act on decisions and discrepancies resulting from each Publication IPR.  Each review should include a review of incorporated corrections or comments from previous Publication IPRs.  If any IPT member identifies previous Publication IPR comments that are not included in the technical publications, the Publication IPR will be considered incomplete.
[bookmark: _Toc411432628]3.11.2.1 30% and 70% Technical publications in- process Reviews

[bookmark: _Toc393112038]The 30% Technical Publications (TP) In Process Reviews (IPR) shall be conducted when the publications are at the 30% completion level. This IPR shall address the completeness, and accuracy of the technical content of the TPs, COTS documentation. This IPR shall address, at a minimum, the basic format and structure of each document in the TP set, annotated figures with corresponding tables where appropriate, appropriate use and style of Notes, Cautions, and Warnings. The contractor shall validate the Technical Publications prior to Government review.

30% IPR entry criteria.
Entry criteria for the 30% IPR shall consist of:
a)  Outline of IPR schedule including: Overview of two level maintenance concept, overall maintenance concept, description of trainer, theory of operation and maintenance tasks
b) Major subsystems identified and reference designators assigned
c) Regular and periodic maintenance tasks  and intervals identified, 
d) Indentured subsystems list identified to LRU level of assembly 
e) COTS manuals available 
f) List of TTE
g) Validated TPs for the 30%
[bookmark: _Toc393112039]30% IPR exit criteria.
Exit Criteria for the 30% IPR shall consist of:
a) Completion of all 30% IPR entry criteria
b) Action items assigned with suspense dates.
c) Comments and discrepancies identified during IPR documented
d) Schedule for 70 % TP IPR established.
e) IMS includes TP IPRs, validation, verification, and TP delivery dates.
[bookmark: _Toc393112040]70% Technical Publications IPR.
The 70% TP IPR shall be conducted when the publications are at the 70% completion level.  This IPR shall address, in detail, the completeness, and accuracy of the technical content of the TPs, COTS documentation, and the inclusion of Notes, Cautions, and Warnings.  Training courses shall also be addressed as part of this IPR. The Contractor shall validate the Technical Publications prior to Government review.
[bookmark: _Toc393112041]70% IPR entry criteria.
Entry criteria for the 70% IPR shall consist of:
a) Successfully completion of 30% IPR
b) List of personnel skills and hours needed to support maintenance annually  
c) Regular and periodic maintenance tasks  and intervals identified 
d) Final indentured subsystems list identified to LRU level of assembly 
e) COTS manuals available 
f) List of TTE  
g) Identification of changes to hardware, supporting documentation or drawings from previous IPR
h) Electronic data submission (i.e., style and format, layout, viewing, hyperlinks, etc.) available for review.
i) Validated TPs for the 70%
[bookmark: _Toc392144009][bookmark: _Toc393112042]70% IPR exit criteria.
Exit criteria for the 70% IPR shall consist of:
a) Action items assigned with suspense dates
b) Comments and discrepancies identified during TD IPR documented
[bookmark: _Toc41280032][bookmark: _Toc282516719][bookmark: _Toc380057176][bookmark: _Toc395866028][bookmark: _Toc411432629]3.11.2.2 Publications Verification and Validation
Verification is intended to check compliance with specification requirements, while validation is intended to meet the operational needs of the users.
The contractor shall work with Logistics team members to verify that the Technical Manuals (TMs) are accurate.  Validation shall be accomplished on all technical publications, changes, supplemental data, and revisions thereto.  Publications will be validated prior to start of system testing.  A technical publication will be approved upon validation or verification that the following conditions have been fulfilled:
a) An engineering technical review has been completed;
b) Information, illustrations, and parts lists reflect correct configurations of the system and equipment, to include all engineering changes;
c) Procedural instructions are readily understandable by the intended user and adequate to perform all operations and maintenance functions;
d) All procedures have been performed to assure accuracy and performance requirements;
e) Adequacy of data is checked to ensure that it supports the approved maintenance and support plan;
f) Hardware of the proper configuration is available for the validation and verification effort; and
g) All safety hazards identified in the safety assessment report are resolved and identified within the text as cautions or warnings necessary to protect the equipment or personnel as appropriate.
The Government may choose to perform verification concurrently with the validation effort or make it separate effort.  The Contractor shall provide the Government opportunity to observe all of the contractor’s verification effort.  
Correction of deficiencies and changes resulting from training, testing, and reviews shall be incorporated into the TMs during the TRR.  The Contractor shall provide system equipment, technical and engineering support and facilities as required to aid in the performance of verification and/or validation effort and sign off the TM Verification Incorporation Certificate. 
   (DT-TMSS-81820)   Technical Manual Verification Discrepancy/Disposition Record
   (DT-TMSS-81821)   Technical Manual Verification Incorporation Certificate
The contractor shall incorporate all comments from compliance-reviews, technical accuracy reviews and verification reviews into final submission of TMs.
[bookmark: _Toc258226797][bookmark: _Toc282516715][bookmark: _Toc287593074][bookmark: _Toc380057172][bookmark: _Toc395866024][bookmark: _Toc411432630]3.12 Instructor/Operator User Manual
The contractor shall deliver an Instructor/Operator user manual that describes the setup, configuration, and operational use of the LPWS OMT.
[bookmark: OLE_LINK10][bookmark: OLE_LINK11]MIL-STD-40051-2B 	Preparation of Digital Technical Information for Page Based Technical
[bookmark: _Toc258226798][bookmark: _Toc282516716][bookmark: _Toc287593075][bookmark: _Toc380057173][bookmark: _Toc395866025][bookmark: _Toc411432631]3.13 Maintenance Manual
The contractor shall deliver a maintenance manual that describes installation, fault isolation, and maintenance procedures for the LPWS OMT.
MIL-STD-40051-2B 	Preparation of Digital Technical Information for Page Based Technical
[bookmark: _Toc380057177][bookmark: _Toc395866029][bookmark: _Toc411432632]3.14 Training Services
The contractor shall develop and provide New Equipment Training (NET) for both the Operator/Instructor and Maintainer/Instructor through a combination of classroom presentations, written instructions, and hands-on operation.  The contractor shall develop all training courseware including program of instruction, lesson plans, and practical exercises.
[bookmark: _Toc479583961][bookmark: _Toc480427664][bookmark: _Toc526314186][bookmark: _Toc526559444][bookmark: _Toc527354337][bookmark: _Toc41280099][bookmark: _Toc44987902][bookmark: _Toc258226840][bookmark: _Toc282516721][bookmark: _Toc287593079][bookmark: _Toc380057178][bookmark: _Toc395866030][bookmark: _Toc411432633]3.14.1 Operator/Instructor Training
The contractor shall conduct and document the completion of the course.  This course shall be conducted on-site after delivery the LPWS OMT.  The course shall provide comprehensive training for operators in the concepts, knowledge, and skills needed for LPWS OMT operation.  The course shall provide familiarization with LPWS OMT operations and emphasize the utilization of the instructor workstation, its functions, and controls.  The course shall address the physical and functional descriptions and operation of the equipment including features, advantages, and configurations. 
[bookmark: _Toc41280100][bookmark: _Toc44987903][bookmark: _Toc258226841](DI-ILSS-80872A)	Training Materials Operator Training Course
[bookmark: _Toc282516722][bookmark: _Toc287593080][bookmark: _Toc380057179][bookmark: _Toc395866031][bookmark: _Toc411432634]3.14.2 Maintainer/Instructor Training
The contractor shall conduct and document the completion of the maintainer/Instructor course for follow-on contractor maintenance personnel.  This course shall be conducted on-site 30 days prior to completion of the ICS period.  The course shall provide comprehensive training in the concepts, knowledge, and skills required to maintain the LPWS OMT.  This course shall consist of instruction in troubleshooting and maintenance, diagnostics to fault isolation, calibration, adjustments, remove and replace procedures, use of built-in test, and repair that is beyond operator level maintenance.  After completion of the course, all personnel should be capable of operating, maintaining, and troubleshooting the LPWS OMT to the board replacement level.
(DI-ILSS-80872A)	Training Materials Maintenance Training Course
[bookmark: _Toc41280049][bookmark: _Toc44987852][bookmark: _Toc106437826][bookmark: _Toc278880648][bookmark: _Toc380057180][bookmark: _Toc395866032][bookmark: _Toc411432635]3. 15 Packaging, Handling, Storage, and Transportability (PHS&T)
The Contractor shall package, handle, store, and transport the LPWS OMT and related components IAW the fielding schedule and best commercial practices.
[bookmark: _Toc380057181][bookmark: _Toc395866033][bookmark: _Toc411432636]3. 16 Quality Engineering
The contractor shall establish software quality metrics that will provide maximum visibility into agile development, defect tracking, and code coverage to ensure contractual requirements are being met.  
The contractor shall use process controls and continuous process improvement to achieve quality hardware and software. The contractor shall update, maintain, and execute a Quality Program to achieve these ends. The contractor shall, upon request by the Procuring Contracting Officer (PCO), the Contracting Officer Representative (COR), or as part of regularly scheduled program reviews, present Quality status related to overall quality system status, procedure/process changes or initiatives, or areas of concern/quality issues. At the Government’s discretion, the PM may conduct a quality audit to validate compliance to AS 9100/ISO 9001 or the equivalent commercial standard being used and compliance to contract requirements. The Government must give the Contractor thirty (30) days written notice or appropriate lead-time of their intent to conduct this quality audit. The frequency of these audits will be no more than once a year unless program problems or hardware issues dictate that additional audits are required.
[bookmark: _Toc393112030][bookmark: _Toc411432637]3.17 Training System Installations

The contractor shall deliver, assemble and install each training system device and support equipment on the designated site.  The Contractor shall provide all support equipment, tools, special handling equipment, data, and qualified technicians required to support the installation efforts.  
[bookmark: _Toc383177081][bookmark: _Toc383524438][bookmark: _Toc383177083][bookmark: _Toc383524440][bookmark: _Toc393112048][bookmark: _Toc411432638]3. 18 Contractor Support 
[bookmark: _Toc392144036][bookmark: _Toc392144037][bookmark: _Toc392144039][bookmark: _Toc392144040][bookmark: _Toc393112049]The contractor shall provide and transfer warranty information and data to the government after the delivery/fielding of the LPWS OMT systems.  The Contractor shall maintain configuration management and update all system documentation to reflect changes that affect parts management, operations, and maintenance between the time of fielding and the transfer to Life Cycle Contractor Support (LCCS).  
[bookmark: _Toc392144048][bookmark: _Toc392144049]        

[bookmark: _Toc411432639]3. 19 Cyber Security (CS)

The Contractor shall develop and maintain a robust Cybersecurity process to guide the system’s design, document CS decisions, and identify and implement CS requirements IAW DODI 8500.01 and DODI 8510.01.  The Contractor shall assist the Government in the preparation of CS system documentation.  The Contractor shall establish configuration management of the product baseline, implement operational system security control measures and support CS certification testing.  The Contractor shall identify and use IA approved solutions to include CS approved operating systems, CS approved network devices, and CS approved software.  The contractors CS workforce shall be trained and certified IAW DoDD 8570.01 or Industry equivalent process.

The contractor shall implement CS controls IAW CNSSI 1253 and take action to address inherent system vulnerabilities and weaknesses.  The Contractor shall ensure that all Port Protocol Service (PPS) not required in the operation of the system have been disabled or shut down and implement “deny all, permit by exception” (DAPE) enforcement for all PPS not being used by the system.  The Contractor shall plan and implement IA e.g. using Security Technical Implementation Guides (STIG), and Government approved CS scanning tools, as required for Standalone system per the  Potential Impact, Confidentiality, Integrity, and Availability levels agreed upon for the system., along with the corresponding CS Controls as identified in the Standalone RIP.

[bookmark: _Toc411432640]3. 20 Risk Management Framework (RMF) Cybersecurity Certification 

The contractor shall provide support of the RMF documentation process to certify and accredit the LPWS OMT by providing information on the accreditation boundary, security controls, system hardening results, recovery methods and hardware and software listing. 

[bookmark: _Toc411432641][bookmark: _Toc343679988][bookmark: _Toc400698964]3. 20.1 Cybersecurity Scan(s).

During system development the contractor shall periodically scan the system using the latest DoD approved scanning tools.  The contractor shall maintain Cybersecurity Vulnerability Alert (IAVA) compliance of the system baseline(s), and provide software patch updates to the Government as required throughout the life of the delivery order.
[bookmark: _Toc343679990][bookmark: _Toc400698966][bookmark: _Toc411432642]3. 20.2 Security Control Assessment (SCA) Event.
The contractor shall support the SCA event. The SCA event is conducted by the CS independent certifier to assess the overall security posture of the system prior to Government Acceptance Test (GAT). The status of the results for all assigned CS controls and security requirements are compiled and discussed with the contractor.  The contractor shall provide support to address the findings from the SCA events to the Government’s satisfaction after the Scorecard is tabulated, and assist the Government in the preparation of the Plan of Action and Milestone (POA&M).

(DI-MISC-80711A) Scientific and Technical Reports, Information and Assurance Report

[bookmark: _Toc411432643]3. 21 Software Deliverable

The contractor shall deliver the final version of Cybersecurity certified software free of virus and with all security vulnerabilities resolved.

(DI-IPSC-81442)    Software Version Description
(DI-IPSC-81441A)  Software Product Specification
[bookmark: _Toc391022493][bookmark: _Toc389138580][bookmark: _Toc411432644][bookmark: _Toc391022520]3. 22 Disaster Recovery Media
The contractor shall deliver the system software, system support software (i.e., COTS "ghosting" software, etc.) and written procedures necessary to restore the LPWS OMT system or component to an operational state in the event of a disaster.  The contractor shall include procedures to verify the disaster recovery media as part of the test procedures.  The Contractor shall provide the signed, completed contractor testing report during the TRR.  The Government will verify the recovery media during Government Acceptance Testing (GAT).


   (DI-MCCR-80700)	Computer Software Product End Items
[bookmark: _Toc411432645]3. 23 Antiterrorism and Operations Security

The contractor shall comply with Antiterrorism (AT) and Operations Security (OPSEC) while on travel to OCONUS/CONUS military installations.  All non-local national contractor personnel shall comply with theater clearance requirements.  The contractor shall require travelers to review the Army iWATCH information provided in section H of this contract.  Upon reporting to the military installation, travelers shall request and record the emergency hotline number, Military Police number, local law enforcement number or the installation’s iWATCH phone numbers to report suspicious activities in accordance with the installation’s iWATCH program

[bookmark: _Toc411432646]4.0 Acronyms 
Ao                                     Availability  (operational)
AT	                              Antiterrorism
AGM			      Army Golden Master
C-RAM                             Counter Rocket Artillery and Mortar
CBL	                              Common and Bulk Items List
CDR	                              Critical Design Review
CDRL	                              Contract Data Requirements List
CHESS	                  Computer Hardware, Enterprise Software and Solutions
COFT                                Conduct of Fire Trainer
COR                                  Contracting Officer Representative 
COTS	                              Commercial Off the Shelf
CS	                              Cybersecurity
CSC	                              Computer Software Component
CSCI	                              Computer Software Configuration Item
CSU                                  Computer Software Units
CWBS                              Contractor work Breakdown Structure
DFARS                            Defense Federal Acquisition Regulation Supplement
DoD	                             Department of Defense 
GAT	                             Government Acceptance Tests
GIDEP	                             Government/Industry Data Exchange Program
GPR                                 Government Purpose Rights
HOT                                 Hands-On-Trainer
IAW	                             In Accordance With
ICS	                             Interim Contractor Support
ILS	                             Integrated Logistics Support
IMS	                             Integrated Master Schedule
IOS	                             Instructor Operator Station
IPR	                             In Process Review
IPT	                             Integrated Product Team
ISL	                             Initial Spares List
IUID	                             Item Unique Identification
LCCS	                             Life Cycle Contractor Support
LCD                                 Logistics Cost Drivers
LPWS			     Land-based Phalanx Weapon System
LMI                                  Logistics Management Information
LO                                    Lesson Objective(s)
LORA	                             Level of Repair Analysis
LOTS			     Land-based Phalanx Weapon System (LPWS) Operator Training System
LPD	                             Logistics Product Data
LPMTS 	Land-based Phalanx Weapon System (LPWS) Maintainer Training      System
LPWS                              Land-Based Phalanx Weapon System
LRU	                             Lowest Replaceable Unit
MOS                                Military Operational Specialists 
OMT                               Operator/Maintainer Trainer
OPSEC	                Operations Security
OSAT                              On-Site Acceptance Test
PAC                                Post Award Conference
PCO	                            Procurement Contracting Officer
PDD	                            Product Definition Data
PDR	                            Preliminary Design Review
PEO STRI	                Program Executive Office, Simulation, Training, and Instrumentation
PHS&T                           Package, Handling, Storage, and Transportability
REDCON                       Readiness Condition
R&I                                 Remove and install
PMCS                             Preventive Maintenance Corrective Action
RFA                                Request For Action
RIPR                               RMF Implementation Plan Review
RMF                               Risk Management Framework
SAR	                           Safety Assessment Report
SFR                                System Functional Review
SMM	                           System Maintenance Manual
SOW	                           Statement of Work
SSR	                           System Requirements Review
STD                               Standard
T&E                              Test and Evaluation 
T&TE	                          Tools and Test Equipment
TBD                               To Be Determined
TFR	                          Trainer Facility Report
TLO			  Task Learning Objectives
TMDE                           Test, Measurement Diagnostic Equipment
TP	                          Test Procedure
TP                                  Technical Publication
TRADOC	              Training and Doctrine Command
TRR	                          Test Readiness Review
TTE	                          Tools and Test Equipment
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